Schlage Utility Software (SUS) 6.5.3 H n
SES-20180115-A WN.
ALLEGION
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Product Schlage Utility Software (SUS)
Version Number Version: 6.5.3

Engineering Release Date | December 28, 2017
Production Release Date | January 2017
Customer Support For more information or support, visit our website.

Attention:

This document contains the release notes for Schlage Utility Software (SUS) version
6.5.3 which includes updates from the previous release 6.4.2 on July 2016.

The following sections describe this release in detail and will provide important
information that supplements the SUS User Guide.

Installation and Upgrade Notes:

Installation

Follow the “SUS Update Guide — Appendix A” section of the Schlage Utility
Software, user guide for installation and upgrade details.

You will find the latest User Guide here and at the Schlage Support Site here under
Electronic Locks -> AD Series-> Schlage Utility Software -> Installation Manuals ->
Schlage Utility Software User Guide.

Who should upgrade?

Allegion recommends keeping all devices up to date with the latest firmware and
software. We strive to provide the best products and service for our customers.

Installing the latest firmware and software releases will allow customer(s) to get the
most from their devices and allow for better overall functionality and product support.

Specifically, all customers interested in the following Feature Updates and Recent
Changes should update their devices:

Contact Technical Support for any questions concerning these Release Notes
1-877-671-7011 Option 2 — Hours of Operation 8 AM to 8 PM EST
Page 1 of 5


http://www.schlage.com/support
http://legacysupport.allegion.com/IRSTDocuments1/104391.pdf
http://legacysupport.allegion.com/Services/TechSupport/Pages/home.aspx?ps=Electronic%20Security&pc=Electronic%20Locks&pl=AD-Series%20Locks

RELEASE NOTES: Schlage Utility Software (SUS) 6.5.3 H B
SES-20180115-A WN.

ALLEGION

Feature Updates:

e AD-250: Support added for “One Time User” credentials with AD.A.110
(Firmware Version - 2.48.2)
o A new field has been added to the SUS Lock Properties screen labeled
“‘Max One Time Users: 500"

view | Edit |Reader |
Lock Name : Kalinga

Date/Time : 22-Sep-2016 04:47:33

= General Properties
Model : AD250
Max One-time Users : 500 |
Max Void List : 2000
Max Audits : 10000

+ Power Status
+ Main Lock
+ Credential Reader

o Inthe event that the Door data file has more than 500 One Time User’s
enrolled, the following SUS error message will be displayed:
“Maximum number of 500 One Time users exceeded. Please correct
the Door data file and try again”

NOTE: AD.A.110 (Firmware Version — 2.48.2) is required for “One Time
User” credentials to be programmed. If a Doorfile containing “One Time
User” Credentials is programmed into a device with firmware prior to
AD.A.110, SUS will ignore the “One Time User” Credentials and they will
NOT be programmed into the device.
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e AD-Series:

o SUS support has been added for “Felica” card type for MTK2 readers
= iClass/Felica Formats can be set to any of three settings:
1. Disabled - iClass/Felica Formats are disabled
2. iClass/Felica 40-bit UID(CSN) — 40-bit iClass/Felica
Format enabled
3. iClass/Felica 64-bit UID(CSN) — 64-bit iClass/Felica
Format enabled

Utility Software

Lock Properties

View l Edit | Reader

14443 EV1 (NOC) A
15693 UID({CSM)

iClass,/Felica Format
iClass/Felica 64-bit UID{CSN) E|

Back Device Template Save

Dropdown Menu Includes Felica Card Types

o SUS support for “KantechlO Prox” and “iClass Expansion”

Utility Software «% ff [ 2:08

Lock Properties

[ View ] Edit | Reader

Prox In Use ~
Schlage(HID/KantechID i

v -

compatible)

GE/CASI

() GE 4001 (# GE 4002

AWID
— |\
Back Device Template Save

Selection Box for Schlage(HID/KantechlO)
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e BE-367:

o SUS has been updated to address BM-170 connection issues
o This update requires the new Gray Serial Cable and Pidion OS update

o Forinformation on updating the BM-170 OS, see the attached pdf

BM170 OS
Update.pdf

Recent Changes:

e When connected to a PIM400 and viewing the battery level of a paired
device, a device with in critical battery mode is now properly reported as
critical battery instead of “OK”

e Messages and pop ups have been updated with new translations into
Spanish, French, and Portuguese

e Updated the “Device Template” processes to correctly identify and document
the PIM-VBB device.
o Previously identified with old name: PIM-SBB

e Updated the SUS to follow RSI protocol specification for First, Delay and
Retry settings in a PIM400. The SUS maximum settings have been updated
from 1000, 1000 and 15 to 1500, 1500 and 15 which is the same maximums
allowed by RSI protocol

Contact Technical Support for any questions concerning these Release Notes
1-877-671-7011 Option 2 — Hours of Operation 8 AM to 8 PM EST
Page 4 of 5



AEE
TECHNICAL APPLICATION NOTE: =r=,
BM170 HHD Operating System (OS) update  ALLEGION

SES-20160804-B

OVERVIEW:

Allegion has designed products to work with the BM170 Hand Held Device (HHD) that was
released a few years ago. Today the BM170 HHD manufacturer (Pideon) has updated the
Operating System (OS) of new devices and unfortunately the new OS is not 100%
compatible with all of Allegion’s products.

Customers using the BM170 HHD with the HH-2PIN Serial cable interface to program
legacy products with serial communications are affected. Customers using the BM150
HHD or using the BM170 HHD with AD and CO Series products are not affected by this
issue because they use the USB port for communication.

When the problem arises, the BM170 HHD is not able to connect or communicate with the
serial communication legacy device(s). The BM170 HHD and legacy devices will act as if
they are not connected.

In order to remedy the situation, the Operating System (OS) of the BM170 HHD must be
returned to the previously operational and Allegion “Approved” OS version for full product
compatibility.

Follow the solution instruction below to find out:

- What is the OS on your BM170 HHD now?
o Do you need to update the BM170 HHD OS for product compatibility?

- What is the process for installing the proper OS onto a BM170 HHD

- How do you check/verify your BM170 HHD is 100% compatible?

Affected Product(s):

The following products are related to or are affected by this issue:

- HHD Kit: which includes the BM170 HHD
o Early HHD kits provided a BM150 HHD that is not affected.
o If your HHD is a BM150, this application note does not apply to you

- HH-2PIN Serial Cable: for Interfacing directly with BM170 HHD and legacy devices
o New GRAY HH-2PIN Serial Cable is required for solution

- Schlage Utility Software: The application software needed to communicate
between the HHD and Allegion devices (SUS 6.5.3 or later required for solution)

- All legacy serial communication devices
o BE367, KC, KC2, CM, CL and CT1000
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Issue:

When the incompatible OS issue is present, the BM170 HHD operator simply will not be
able to connect or communicate with a device.

The legacy serial device(s) will act as if the BM170 HHD and Schlage Utility Software is not
connected or communicating at all.

Solution:

First; Check for OS version
o Check your BM170 HHD to find out what Operating System is currently installed.
o From the main BM170 HHD screen, select:
= Settings => System => System Information
o On the System Information screen select:
= The “+” sign by “Software” to bring up the screen below

NOTE: If the current PS Version in your BM170 HHD is the same as that shown
below, then your device does not need the OS updated

Swstern Information

|—| Software
Windows Mobile 5.5.3.3
winiCE 05 53.2.23101
Language : English
ROM version : 2014.5.26 (1414a8)
BL wersion © 13274
IPL wersion : 14093

Rewision ; 1.1823

PS wersion @ 2017.9,23 (17266
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Once you have verified that the HHD OS is not correct (first step above), you will need to
update the OS on the BM170 HHD.

Note: The BM170 HHD will be reformatted and returned to its “Out-Of-The-Box”
factory condition using this process. This also means, the Schlage Utility Software
application will be erased and must be re-installed for use with Allegion products.
Customers can go HERE to find and download the latest Schlage Software Utility
application and installation instruction.

- In order to update your BM170 HHD Operating System, you will need a few items:
o A microSD memory card compatible with your HHD
= Up to 32Gb available, 1Gb minimum required
o A microSD memory card adapter to interface with your desktop PC
o The actual Operating Software files
= Contact Allegion Technical Support to obtain these file

- Place the BM170 HHD Operating System files onto the microSD card
o Using the microSD and adapter, insert the microSD card into your PC
o Browse to the microSD card contents and
= Delete all files that might already be on the microSD card
=  Copy the “ProgramStore” folder and all of its contents, including the
BIN files onto the root directory of the micro SD card. The Root
Directory should look similar to the screen shot below.

MName ¥ Type

| ProgramStore File folder
EncFiltLog.menc MENC File
Ipl.bin BIN File
IPL_REF.bin BIN File
Kernel.bin BIN File
MOBM.bin BIN File
Modellnfo.bin BIN File
ULDR.bin BIN File

WARNING: Be sure to put these file at the ROOT Directory of the
microSD card, otherwise the update will not be completed successfully
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o Remove the battery cover and battery from the BM170 HHD

[Remove the Battery]

@ Push down using both
thumbs to remove the
cover.

@ Raise the battery by
using the groove on
the lower part to
remove the battery.

o Insert the programmed microSD card into the BM170 HHD as shown below

[Insert the MicroSD]

Please push the MicroSD
with facing up toward the
arrow.

o Reinstall the battery and battery the cover

[Install the Battery]

@ Put the battery in line
with the left part of the
PDA and then push the
right part to lock.

@ Put the projected part
of the cover on top of
the groove in the back
and then push carefully
with both thumbs.
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Then “Run” the BM170 HHD in its “Uploader” mode to begin the new OS installation

e To enter the “Uploader” mode of the BM170 HHD
e Press SEND button and HOLD for five (5) seconds
¢ While holding the SEND button
o Press and release the RESET button once

Speaker & ———= Y
Receiver —
% Volume
Button
Sway
“ Navigation Button ‘ | ‘
H_J

Function Button Il
\_| Send Button —b S

ON/OFF
Button

Display
OK Button

Function Button
End Button

s

o

@— Hold/Unhold
° Button

j Reset Button

e The following screen will be presented
e Using the navigation button, select item # 5
o “Download All by SDCard”

PIDION ULDR

Main Menu

e The following screen will be presented
¢ Using the navigation button, select item # 1
o “Are you sure to Format” = YES

ALLEGION
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PIDION ULDR

Main Menu

Note: The HHD will then perform a few update
functions and display multiple progress screens.

Finally; The HHD will automatically perform a “RESET” and return to its original SETUP
screens to begin operation again as if it was new.

ALL DONE!

To check and verify that your HHD is now 100% compatible with Allegion products,

Re-check the HHD PS version

o From the main HHD screen, select
= Settings => System => System Information

o On the System Information screen select
= The “+” sign by “Software” to bring up the Software Screen

NOTE: If the current OS and ROM Version in your HHD is the same as that shown on
Page 2 (above), then your device has been successfully updated
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Document
.. COMMENTS DATE Author
Revision
SES-20160804A Initial release 08-04-2016 | F Coolidge
SES-20160804B Jan 2018 Update for Gray 2 Pin Cable and SUS 6.5.3 01-15-2018 | J Wilson
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Version Compatibility:

For the best Customer Experience and to take advantage of the latest SUS updates
and recent changes, please ensure your AD and CO Series products are using the
following firmware.

This SUS update 6.5.3 is compatible with the following devices and firmware:

e All AD devices: With firmware package AD.A.110 — released in Dec. 2017.

Devices Firmware Revision
AD-200 2.48.1
AD-250 2.48.2
AD-300 2.48.3
AD-400 2.48.2

KP-PR-SM-MT 2.47.3
KP-PR-SM-MT?2 2.2.4
MG 2.44.0
PIB300-2D 2.19.1
PIM400-485-RSI 2.28.2
PIM400-485-VBB 2.28.2
PIM400-TD2 2.25.1

WPR400 2.28.2
WRI400 2.8.1
CT5000 2.7.0

e All CO devices: With firmware package CO.A.20 — released in January 2017

o Programmed with firmware package CO.A.20 (or higher)

DEVICE Firmware Revision
CO-200 KP 2.13.1
CO-200 PR 2.13.2

CO-200 MAG 2.10.2
CO-220 KP 2.13.1
CO-220 PR 2.13.2

C0-220 MAG 2.10.2

CO-250 2.13.1

e All serial communication legacy products (CM, CL, CT1000, etc.)
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